MWHUCTEPCTBO OEPA30BAHUSA U HAYKU POCCUNCKOW ®EQEPALIUU

OEMNAPTAMEHT rOCYOAPCTBEHHOM NONMUTUKU B COEPE
OBLUEr0o O6PA30BAHUA

NMNCbMO
ot 14 mas 2018 r. N 08-1184

O HAMPABNEHUA UHOOPMALIUU

[enapTaMeHT rocygapCTBeHHOM Nonutukn B cdpepe obliero obpasoBaHus MuHobpHayku Poccum
HanpaBnsieT ons ceeaeHus paspaboTaHHble BpemeHHon komuccuelr Coseta ®egepauumn no passuUTUo
MHdOPMaLMOHHOro obllecTBa MeToOMYECKME peKkoMeHAauuM O pasMelLeHUn Ha WMHEPOPMALIMOHHBLIX
cTeHaax, odmumanbHbIX WHTEepHeT-canTax n apyrux NMHGOPMALIMOHHBIX pecypcax
o6Lieobpa3oBaTenbHbIX OpraHuM3auuii W OpraHoB, OCYLLECTBMAWLWIMX YynpaeneHne B cdepe
obpaszoBaHus, nHopmaumm o 6e3onacHoM NOBEAEHUN U UCMONb30BaHMK ceTh "MIHTepHeT".

OuvpexTop [enaptameHTa
A.E.TIETPOB

Mpunoxexne N 2

WH®OPMALIMOHHAA NMAMATKA
And OBYYAKOLWMXCA Ansd PASMELLEHUA
HA O®PULUNATNBbHbLIX UHTEPHET-PECYPCAX

C kaxablM rogoM MOJOAEXN B MHTEPHETE CTAaHOBUTLCSA OObllUe, a LUKOMbHUKM OOHU U3 caMbIX
aKTUBHbIX Monb3oBaTenen PyHeTa. Mexgy TemM, MOMMMO OFPOMHOrO KOfM4YecTBa BO3MOXHOCTEWN,
WHTEPHET HeceT 1 Npobnembl. ITa NamMATKa OOMKHa NoMoYb Tebe 6e3onacHO HaxoanTbCA B CETH.

KomMnbloTepHble BUPYCbI

KomnbloTepHbIi BUPYC - 3TO PasHOBMAHOCTb KOMMbIOTEPHbLIX MPOrpamMM, OTNNYUTENbHOW
0OCOBEHHOCTBIO KOTOPOMN ABMSIETCH CNOCOBHOCTL K pa3MHOXEHMI0. B gononHeHve Kk 3ToMy, BUPYCbl MOTyT
NnoBpeanTb UMM MOSTHOCTBIO YHUYTOXUTb BCE (pannbl M AaHHble, NOOKOHTPOMbHbIE MOMb3oBaTento, OT
UMeHU KOToporo bbina 3anyweHa 3apaxeHHas nporpamma, a Takke NnoBpeavTb UNW Aaxe YHUUTOXUTb
OnepauuoHHY CUCTEMY CO BCeMu havinamu B uenom. B GonbluMHCTBE cnydaeB pacnpoCTpaHsATCs
BUPYCbl Yepe3 MHTEpPHET.

MeToabl 3aLMTbl OT BPEAOHOCHBIX MPOrpamm:

1. Micnonb3yii coBpeMeHHble onepaLnoHHbIE CUCTEMBI, UMEIOLLNE Cepbe3HbI YPOBEHb 3alUUTbI OT
BPEAOHOCHbIX MpOorpamm;

2. TloctosiHHO YycTaHaBnuBanW naytm (uudppoBble 3annaTku, KOTOpble aBTOMAaTUYECKM
yCTaHaBMMBaKTCA C LUenblo JopaboTku nporpammbl) U Opyrne OOHOBMEHUS CBOEW oOnepauyvoHHOMN
cuctembl. CkaumBanm KX TONbKo C oduumansHoro carnta paspabotumka OC. Ecnu cywecTByeT pexum
aBTOMaTU4ecKoro obHOBNEHWS, BKIOYU €ro;

3. Pabotan Ha cBoeM KOMMNblOTEPE NoA NpaBamu MOMb3oBaTens, a He agMuHucTpaTopa. OTO He
no3BonnT BOMbLUMHCTBY BPEOOHOCHBLIX NPOrpaMM WHCTanMpoBaTbCs Ha TBOEM MNepCOoHanbHOM
KOMMbloTepe;

4. Vcnonb3yih aHTUBUPYCHble MporpaMMHble MPOAYKTbl  M3BECTHbIX MPOU3BOAMTENEN, C
aBTOMaTUYeCcKUM obHoBneHnem 6as;

5. OrpaHunyb usnyeckmin JOCTYN K KOMNbIOTEPY AN NOCTOPOHHMX MWL

6. Vcnonb3yih BHelWHME HOCUTENU WHMOPMaLUW, Takue Kak drewka, OUCK unu dann us
WHTEPHETA, TOJIbKO U3 NPOBEPEHHBLIX MCTOYHWUKOB;

7. He oTkpbiBar KOMNbIOTEPHbIE hainbl, NOMyYeHHble U3 HeHaOeXHbIX UCTOoYHMKOB. [axe Te
channbl, KOTOpble Npucnan TBOW 3HaKOMbIN. Jly4lle YTOYHM Y Hero, OTNPaBNsAn fiv oH Tebe ux.

Cetn WI-FI



Wi-Fi - aTO He BuA nepedaym OaHHbIX, HE TEXHOMOIMS, a Bcero nuwb 6peHa, mapka. Ewe B 1991
rogy HugepnaHgckas KomnaHus 3apeructpupoBana 6peng "WECA", yto 0603Ha4ano crnoBocodeTaHme
"Wireless Fidelity", koTopbIln nepeBogmMTCs Kak "6ecnpoBogHasi TOYHOCTL".

Ho Hawero BpemeHu powna gpyrass abbpesmuatypa, KoTopasi SABMSETCA TAaKOW Xe TEeXHOMOornen.
310 abbpesuatypa "Wi-Fi". Takoe HasBaHue ObINO [aHO C HAMEKOM Ha CTaHAApT BbICLUEN 3BYKOBOW
TexHukn Hi-Fi, 4yto B nepeBoae o3Ha4vaeT "Bbicokasi TOUHOCTL".

Oa, 6GecnnatHbll WHTEPHET-OOCTYN B Kade, OTensx U asponopTax SABMAAETCS OTNAUYHOW
BO3MOXHOCTbIO BbIXxOAa B MHTEpHET. Ho MHormne akcnepThl cuuTaloT, 4YTo obwepoctynHele Wi-Fi cetn He
ABNAOTCA 6e30MacHbIMU.

CoBeTbl N0 6e3onacHocTM paboTbl B 06LWeA0CTyNHbIX ceTax Wi-fi;

1. He nepenaBawn cBowo nuyHyto nHopmarmio yepes obwenoctynHole Wi-Fi cetn. PaboTasa B Hux,
XenaTtesnbHO He BBOOUTb MNaponiv AOCTYNa, NOrMHbI N Kakne-To HoMepa;

2. Wcnonb3yn n OGHOBMSM aHTUMBMPYCHble nporpaMmbl U GpaHgmayep. TeM camMbiM  Thbl
obesonacub cebs OT 3aKkadku BUpyca Ha TBOE YCTPOMWCTBO;

3. Mpwu ncnonbsosanuun Wi-Fi oTkntoum dyHkumio "O6wuin goctyn K hannam n npuHtepam”. JaHHas
yHKUMSA 3aKpblTa MO YMOMYaHWIO, OQHAKO HEKOTopble MOoNb3oBaTenu akTUBUpYOT ee Ans ygobctea
ucnonb3oBaHusa B pabote nnu yyebe;

4. He wncnonb3yn nybnuuHbin WI-FI gns nepegadnm nNU4YHbIX AaHHBLIX, HaANpMMep ANs Bbixoda B
coumarnbHble CETU UMW B NEKTPOHHYHO MOYTY;

5. Ncnonb3yn Tonbko 3awmiieHHoe coeanHeHne vyeped HTTPS, a He HTTP, 1.e. npu Habope Beb6-
agpeca BBoAN UmeHHo "https://";

6. B mobunbHoM TenedoHe oTkmtoum yHkumo “lMogkntovenmne k Wi-Fi aBTomatuyeckn”. He
Jornyckan aBToMaTU4ECKOro nogknoyeHuns yctponctea k cetam Wi-Fi 6e3 TBoero cornacus.

CouuanbHble ceTn

CoumanbHble CeTM aKTMBHO BXOAST B Haly >XW3Hb, MHOrMe nioau paboTalT M KUBYT Tam
nocTosHHO, a B Facebook yxe 3apermctpupoBaH Munnuapg 4YenoBek, YTO ABMSETCA OLHON CeabMOK
BCEX XUTENen nnaHeTbl. MHOIMe Nonb3oBaTenu He NOHMMAIOT, YTO MHGOPMaLKS, pa3MeLLEHHas MU B
coumarnbHbIX ceTax, MOXeT ObITb HalaeHa M UCMonb3oBaHa KeM YrodHO, B TOM Yucne He 06s3aTenbHo ¢
BGrnarMmm HamepeHUsIMU.

OcHoBHble coBeTbl N0 6e30MacHOCTM B coLmarbHbIX CETSX:
1. OrpaHuyb cnmucok apysen. Y 1ebs B Apy3bsX He AOMKHO ObiTb CryYanHbIX N HE3HAKOMbIX N0AeN;

2. 3awmuian cBOK YacTHyl Xu3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, gaTy TBOero
POXOEHUA N OPYry0 NMYHYI0 MHCpOopMaLMo. 3MOyMbILLIEHHUKN MOTYT MCMONb30BaTh AaXe MHGOPMaLUIo
0 TOM, KaK Tbl 1 TBOM POOUTENMN NNAHUPyeTe NPOBECTU KaHUKYIbI;

3. 3awumulan cBo penyTaumio - 4EPXM ee B YACTOTe 1 3agasan cebe Bonpoc: xoten Obl Thbl, YTOObI
Apyrve nonb3oBaTenu BUAENU, 4TO Tbl 3arpykaews? [logyman, npexge 4YeMm 4To-TO OnyGrvkoBathb,
HanucaTb U 3arpyauThb;

4. Ecnu Tbl roBopullb C NOAbMW, KOTOPbIX HE 3Haellb, He WCNOMb3yi CBOE pearnbHoe UMs U
APYrYI0 NMUYHYI0 MHCpOPMALMK: UMS, MECTO XUTENbCTBA, MECTO y4ebbl 1 npoyee;

5. Ns3beran pasmelieHus cotorpacdpmii B WHTepHeTe, rge Tbl M300pakeH Ha MEeCTHOCTW, Mo
KOTOPOM MOXHO ONpeaenuTb TBOE MECTOMNOMNOXEHNE;

6. Mpu peructpauMm B coUMANbHOM CeTM HeobXoAMMO UCMONb30BaTb COXHbIE MNaponu,
cocTosme n3 6ykB 1 LGP U C KONMYECTBOM 3HAKOB HE MeHee 8;

7. Ona couunanbHOW CeTU, MOYTbl U OPYrMX CAUTOB HEOOXOOUMO UCMONb30BaTb pasHbie Naposu.
Torga ecnv Tebs B3nomatoT, TO 3M0YMbILLMIEHHWKU NOMyYaT JOCTYN TOMbKO K OOQHOMY MECTY, a He BO Bce
cpasy.



OnNeKTPOHHbIE AEHbLIN

ONEKTPOHHbIE AeHbM - 3TO OYeHb YAOBHbLIN CNocob nnaTexen, 0OgHaKo CyLLECTBYIOT MOLUEHHUKM,
KOTOpble XOTAT NOMAYYnTb 3TN AEHbIN.

3]'IEKTp0HHbIe AeHbIn NoABUITNCb COBCEM HEQABHO N MMEHHO 13-3a 3TON0 BO MHOIMMX rocygapcreax
00 CUX NMop He nponncaHo npo HMX B 3akKOHax.

B Poccumn xe OHU PYHKUMOHMPYIOT U O HUX YKe MPOMMCaHO B 3aKOHe, rae WX pasgensior Ha
HECKOJIbKO BMAOB - aHOHWMHbIE U HE aHOHUMHbIE. PasHuua B TOM, YTO @aHOHWMHbIE - 3TO T€, B KOTOPbIX
paspellaeTtcs npoBoauTb onepaunn 6e3 uaeHTUdMKauum nonb3oBaTens, a B HEaHOHUMHbIX
naeHTudrKaLumsa nonb3oBaTtens asnseTcsa obsa3arensHoN.

Takke cnegyeTt pas3nuyatb ANEKTPOHHbIE buaTHble AeHbrM (paBHbI FOCYAAPCTBEHHbIM BanoTaMm) u
SMNEeKTPOHHbIEe HednaTHbIE AEHbIN (HEe paBHbl rOCYAapCTBEHHLIM BanoTam).

OcHoBHble coBeTbl N0 6e3onacHon paboTe ¢ ANeKTPOHHLIMU AEHbIraMu:

1. TIpUBSKM K cHeTY MOOWIbHbLIN TenedoH. OTO caMblif YAOOHLIN U BLICTPLIV CNOCO6 BOCCTAHOBUTL
pocTtyn Kk cyeTy. [puBsA3aHHbIN TenedoH NOMOXeT, ecnu 3abydellb CBOM NNATEXHbIW Napofb UMW
3angellb Ha CanT C HE3HAKOMOro YCTPOWCTBA;

2. Ncnonb3yn ogHopasosble naponu. [locne nepexoga Ha yCUMNEHHYIO aBTopu3aunio Tebe yxe He
OyaeT yrpoxaTb ONacHOCTb KpaXkv unu nepexasaTa NnaTexHoro napons;

3. Bbibepu cnoxHbii naponb. [pecTynHukam OyoeT He NpPOCTO yragaTtb CIOXHbLIA Naposb.
HapexHble naponu - 3To0 naponu, KoTopble cogepXat He MeHee 8 3HaKOB U BKIOYAOT B ceb5 CTPOUHbIE
W nponucHble OykBbl, UMPPbI W HECKONMbKO CUMBOSOB, Takume Kak 3HaK gonnapa, ¢yHTa,
BOCKNMUATENbHbIN 3HaK 1 T.n. Hanpumep, $tRONg!;;

4. He BBOOW CBOW NUYHbIE JAHHbIE HA CalTax, KOTOPbIM HE AOBEpPSELlb.
JneKTpPOHHas noyTa

aﬂeKTPOHHaH no4yta - 3TO TEeXHONorma wu npeanocrtaBndAeMble € YyCrnyrm no nepecblyike u
NOJTY4EHNIO J3JTEKTPOHHbIX coobueHun, KOTOpble pacnpenendarnTca B KOMﬂbPOTepHOVI cetn. OBbIYHO
SﬂeKTpOHHbIVI NOYTOBLIN ALWMK BbIFNAOUT cnegyrwnm o6pa30M: VIMﬂ_I'IOJ'Ib3OBaTeJ'I‘iI@VIMFI_,EI,OMeHa.
Takke KpomMe nepenadynm npocTtoro TekCcta, UMeeTCcA BO3MOXHOCTb nepenaBaTb (baﬁ]'lbl.

OcHoBHble coBeTbl N0 6e3onacHow paboTe ¢ 3NEeKTPOHHOW NOYTOW:

1. Hapgo BbibpaTb npaBwibHbIN MOYTOBLIN CepBUC. B WHTEepHeTe eCcTb OrpomHbI  BbIGOP
HecnnaTHbIX MOYTOBbLIX CEPBUCOB, OAHAKO Myylle A0BEPHATb TEM, KOro 3HaELLb U KTO NepBbli B PEATUHTE;

2. He ykasbiBam B NWYHOW MoOYTE §WYHYO WHopmaumo. Hanpumep, nydwe BbiOpaTb
"My3blkanbHbIVi_aHaT@" unm "pok2013" Bmecto "temal3";

3. Wcnonb3yn OByxaTanHyl aBTopm3aumio. OTO Korga MOMMMO Mapons HY>XHO BBOOUTb Kof,
npuceinaemoin no SMS;

4. Bbibepn cnoxHblli naponb. Ons KaXgoro MoYTOBOro SAuiMka AOMMKEH OblTb CBOW HaAeXHbIN,
YCTOMYMBBIN K B31IOMY Naporkb;

5. Ecnn ecTb BO3MOXHOCTb HanncaTb CamoMy CBOM JTUYHbIA BOMNPOC, NCMOMb3Yh 3TY BO3MOXHOCTb;

6. Mcnonb3yn HeCcKOMnbKO MOYTOBLIX AWMKOB. [lepBbli ANs 4acTHOM Mepenucku ¢ agpecaramu,
KOTOpPbIM Tbl [OBepsielb. OTO SMEKTPOHHbLIA agpec He Haao WCMNofb3oBaTb MNPWU perncTpaumm Ha
dopymax un cantax;

7. He oTkpbiBai chaiinbl U Apyrie BrOXeHUsl B MUCbMaXx, AaXe eCrnvi OHU NPULLINKX OT TBOUX ApY3ei.
Jlydlle YyTOYHM Yy HUX, OTNPAaBSANM N OHKU Tebe 3Tu dalnsbl;

8. MNocne okoH4YaHusi paboTbl Ha NOYTOBOM CepBUCE Mepen 3akpbiTUEM BKNAZKW C CaWTOM He
3abyab HaxaTb Ha "B,



Kn6ep6ynnuHr unm BUpTyansHoe usgeBarenbCcTBO

KubepbynnuHr - npecnegoBaHue cooOLLeHUAMY, codepXalimMm ockopbneHus, arpeccuio,
3anyrmBaHue; XynuraHcTBo; coumanbHoe GONKOTMPOBaHME C NOMOLLBIO Pa3fUYHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ knbepbynnmMHrom:

1. He 6pocaiica B 6o. Jlyywmnin cnocob: nocoBeToBaTbCA Kak ceba BECTU U, €CNU HET TOro, K KoMy
MOXHO 06paTuTbCs, TO BHadane YCNoKoMTbCA. Ecnu Tbl HayHewb oTBevyaTb oOckopbneHusmm Ha
ockopbrneHus, To ToNbKO eLle 6onbLue pasoxoKkeLlb KOHMIUKT;

2. YnpaBnsan cBoen knbeppenyTaumnen;

3. AHOHMMHOCTb B CETU MHUMas. CyLU,ECTByI'OT cnocobbl BbISICHUTb, KTO CTOUT 3a @HOHUMHbIM
aAKKayHTOM;

4. He ctouT BecTu XynuraHckui obpas BupTyanbHOW Xu3HW. VHTepHeT dumkcupyeT Bce TBOU
OENCTBNSA U COXpaHseT UX. YoanuTtb nx OyaeT KpariHe 3aTpygHUTENbHO;

5. Cobnioaali CBOK BUMPTYasibHY YeCTb CMOJIOAY;

6. WrHopupyh eamHudHbIM HeratuB. OpgHOpasoBble OCKOpOUTernbHble COoBOLeHnsa nydlle
urHopmpoBatb. OBbIYHO arpeccus npekpallaeTcs Ha HavanbHON CTaauu;

7. BaH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMW COOGLLEHUAMW, B COLMArbHbIX CETAX
€CTb BO3MOXHOCTb BITOKMPOBKU OTNPaBK/ COOBLLLEHUI C onpedeneHHbIX agpecos;

8. Ecnn TbI cBupgetens knbepbynnuHra. TBou AENCTBUS: BLICTYNWUTL NPOTMB NpecnegoBaTtens,
nokasatb €My, 4TO €ero [OeWiCTBMS OLEHMBAIOTCA HeratuBHO, MOAAEepXaTb XXepTBY, KOTOPOW HyXHa
ncyxororm4yeckas NomoLLpb, COOOLUMTL B3POCHbIM O dhakTe arpecCyBHOIO NOBEAEHUS B CETU.

Mo6unbHbIN TenedgoH

CoBpeMeHHble cMapTOHbI M MMaHWEeTbl cogep)XaT B cebe BMNoNHe B3pochbiil pyHKUMOHanM, n
Tenepb OHW MOTYT KOHKYpMpOBaTb CO CTauUMOHapHbIMU KoMnbioTepamun. OgHako, CPeACTB 3aluuTbl Ans
nogo6HbIX YCTPOWMCTB NMOKa O4YeHb Mano. TecTupoBaHMe N NOUCK YA3BMMOCTEN B HUX NPOUCXOAMUT He Tak
WHTEHCMBHO, Kak ans MK, To ke camoe KkacaeTcs 1 MOBUNBbHBLIX NPUITOXEHWUNA.

CoBpeMeHHble MOGUINbHbIE Opay3epbl Yy)Ke MpaKTUYEeCKU AOrHanu HacToNbHble aHanoru, ogHako
paclmpeHmne yHKUMOHana BreyYeT 3a coboi 6onblLuyo COXHOCTE U MEHbLUYHO 3aLLULLEHHOCTb.

[aneko He BCce Npou3BOAMTENM BbiNycKaloT OOHOBNEHUS, 3aKpbIBAOLLME KPUTUYECKNE YS3BMMOCTM
AN CBOVX YCTPOWCTB.

OcHoBHble coBeTbl Ans 6e3onacHOCTN MOBUNBHOro TenedoHa:

Huyero He saBnsietca no-HacToswemy OGecnnatHbiM. Byab ocTopoxeH, Beab korga Tebe
npegnaratoT 6ecnnaTHbI KOHTEHT, B HEM MOTYT ObITb CKPbIThl KAKMEe-TO NaTHbIE YCINYru;

Oymaii, npexge 4em otnpaBuTb SMS, ¢doTo nnm Buaeo. Thbl TOYHO 3Haelb, rAe OHW OyayT B
KOHEYHOM uTtore?

Heobxoanmo 06HOBMAATE ONepaLnoHHY0 CUCTEMY TBOEro CMapTdOoHa;
Mcnonb3yit aHTUBUPYCHbIE MPOrpaMmbl Anst MOBUINbHBIX TENEedOHOB;

He 3arpyxai NpunoxeHns ot HEU3BECTHOrO UCTOYHMKA, BEdb OHU MOTYT COAepXaTb BPpeO4oHOCHOe
nporpaMmMHoe obecneyeHue;

lMocne TOro kak Thl BblAELWb C canWTa, rAe BBOAWUN JUYHYO WMHOpPMauMio, 3aiaM B HACTPOWNKU
Opaysepa u yganum cookies;

nepI/IO,EI,I/ILIeCKI/I I'IpOBepFII7I, Kakune nrnatHble yCIlyrm aktTuBMpoBaHbl Ha TBOEM HOMEpPE;

[asan ceon HOMeEp MOOMIbHOro Teﬂed)OHa TONMbKO JIHOAAM, KOTOPbIX Thl 3HaeWwb W KOMY



foBepsellb;

Bluetooth gomkeH ObITb BbIKMOYEH, KOraa Thl UM He Mnosb3yellbes. He 3abbiBal MHorga npoBepsTh
aTo.

Online urpbl

CoBpeMEeHHble OHMaMH-UIPbl - 3TO KpPacCO4YHble, 3axBaTblBalLINE pa3BrieveHns, obbeanHsomne
COTHM TbICAY YEroBeK N0 BCeMy MUpY. VIrpokn nccnenyoT AaHHbIR UM MUp, OBLLaoTca Apyr C OpYrom,
BbINOMHAOT 3aJaHns, CpaxatTCd C MOHCTpPaMU K MOnyyalT onbiT. 3a YyAOBOMbLCTBME OHU NNATAT:
NOKynatT AMCK, onnavymBaloT aboHEMEHT unm npruobpeTaroT Kakne-To onuumn.

Bce aTv cpeactBa uayT Ha nogdepkaHue U pasBUTME Urpbl, a Takke Ha caMmy 6GesonacHOCTb:
COBEPLUEHCTBYIOTCA CUCTEMbl aBTOPM3aLUK, BbIMYCKAlOTCA HOBble natuv (UMdppoBble 3annatkM Ans
nporpamm), 3aKpbiBaloTCH YSA3BUMOCTU CEPBEPOB.

B nopoGHbIx urpax CTouT onacatbCA He CTOJIbKO CBOUX COMEPHUKOB, CKOJIbKO KpaXwun TBOEro
naponsd, Ha KOTOpoOM OCHOBaHa cuMctema aBTopusaumnm SonbluMHCTBA urp.

OcHoBHbIe coBeTbl N0 6€30MacHOCTM TBOErO UrPOBOro akkayHTa:

1. Ecnu gpyroi urpok BegdeT cebsi Mroxo unu cosgaet Tebe HenpusiTHOCTW, 3abroKMpyii ero B
CMMCKe UrPOKOB;

2. lMoxanynca agMuvHUCTpaTopam Wrpbl Ha MAOXoe MOBeAEeHUe 3JTOro Wrpoka, XenaternbHO
NMPUNOXMNTb Kakue-TO AoKa3aTenbCTBa B BUAE CKPUHOB;

3. He ykasbiBal NIMYHYI0 MHOpMaLmMIo B npodhaine urpbl;
4. YBaxaw Apyrmx y4acTHMKOB MO UrPe;

5. He ycTaHaBnuBan HeoduumanbHble NaTtyn u Moapl;

6. icnonb3yin cnoxHble 1 pasHble Naponu;

7. Oaxe BO BpeMA Urpbl HE CTOUT OTKNKOYaTb aHTUBUPYC. Moka Tbl nrpaellb, TBOM KOMNbOTEP
MOTyT 3apa3nTb.

DULWIMHF UMK KpaXka NUYHbIX AaHHbIX

OObIYHOW Kpaxken OeHer U OOKYMEHTOB CErofHsl Y€ HUKOro He YAWBULLbL, HO C PasBUTMEM
WHTEPHET-TEXHOSOMMIA 3MOYMBILUMEHHUKN MEPEMECTUIIUCL B WMHTEPHET, U NPOAOIDKAKT 3aHMMaTbCA
"NodmbIM" genom.

Tak nosiBMNacbk HoBas yrpos3a: MHTEPHET-MOLUEHHMYECTBA MM OULLIMHF, FNaBHas LUeflb KOTOporo
COCTOUT B MOMYyYEHMM KOHMUOEHUMAmNbHbLIX AaHHbIX MONb30BaTeNen - MOrMHOB M naponen. Ha
aHrnuckom a3sbike phishing untaetca kak duwmHr (ot fishing - ppibHasa noens, password - naponb).

OcHoBHble coBeTbI No 60pbbe ¢ PULLIMHIOM:

1. Cnegun 3a cBoum aKKayHTOM. Ecnn Tbl nogo3peBaellb, YTO TBOA aHKeTa Oblna B3fnomaHa, TO
HeobxoaMmo 3a6J'IOKVIpOBaTb ee u coobwnTb agMUHUCTPpaTopaM pecypca 00 3TOM Kak MOXHO CKopee,

2. VlCFIOJ'Ib3y17I Ge3onacHble Beb-calThbl, B TOM 4ncCre, WHTEPHET-MarasmHoB U NMONUCKOBbIX CUCTEM;

3. Wcnonb3ym cnoxHele n pasHble naponu. Takum obpasom, ecnu Tebs B3nomMaloT, TO
3M10YMbILUNEHHUKN nofydaT AOCTYyn TOJIbKO K OAHOMY TBOEMY I'IpOCbVIJ'IIO B CE€THU, a He KO BCEM,

4. Ecnu T1ebs B3nomanu, To HeoOXoOUMO npenynpeouTb BCEX CBOMX 3HAKOMbIX, KOTOpbIE
pobaBneHbl y Te6A B Opy3bsX, O TOM, 4To Tebs B3nomanu M, BO3MOXHO, OT TBOEro mmeHum byger
paccbinaTbCsa cnam U CCbINKN Ha PULLNHIOBLIE CaTbl;

5. YctaHoBu HagexHbI napornb (PIN) Ha MOGUnbHbIM TenedoH;

6. OTKNIOYM coxpaHeHne napons B Gpaysepe;



7. He oTkpbliBaw hainbl U Apyrne BMOXeHUs B NUCbMaX, Aaxe eCrnv OHW MPULLNK OT TBOUX ApY3eNn.
Jlyywie yToYHM y HMX, OTNPaBASAN 1 OHM Tebe 3Tn dannbl.

Undposas penyraums

LindpoBas penytaumss - 3TO HeratMBHas WU MNoO3MTUBHAA WHGopMauuss B cetn o Tebe.
KomnpomeTupyowas wHpopMaums, pasmelleHHas B MHTepHeTe, MOXeT cepbe3HbiM 06pa3om
OTpasnTbCs Ha TBOEW pearnbHOM Xu3HW. "LudpoBas penyTtauma" - 3T0 TBOW MMWOXK, KOTOPbIA
dopmumpyeTcsa n3 uHcdopmaumm o Tede B MHTEPHETE.

TBOE MECTO XMTEnbCTBa, yqe6b|, TBOE CpVIHaHCOBOG nosioXXeHne, 0CODEHHOCTU Xapaktepa wu
paccKkasbl O OnNn3KMxX - BCe 3TO HaKanIMBaeTCcs B CETMU.

MHorne nogpoCcTkM NErkoMbICIIEHHO OTHOCATCA K Ny6nukaumm nuyHon uHdgopmauum B NHTepHeTe,
He MoHMMasi BO3MOXHbIX MOCMEACTBMIA. Thbl AaXe He CMOXellb AoragaTbCcs O TOM, 4To hboTorpadms,
pa3mellleHHasn 5 neT Hasagd, cTana NpUYNHOM OTKasa NpUHATL Tebs Ha paboTy.

KommeHTapum, pasmelleHne TBoux cpotorpaduii U apyrne AeMCTBUS MOTYT HEe WCYE3HYTb daxe
nocne TOro, Kak Tbl UX yAanuiib. Tbl HEe 3HaEllb, KTO COXpaHUm 3Ty MHGOpMauuio, nonana nu oHa B
MOUCKOBbIE CMCTEMbI M COXpaHUNacb N OHa, a rhmaBHoe: YTo nogymatoT o Tebe okpyxatowue noau,
KOTOpble HaayT 1 yBMAAT 3T0. HaiTu MHopmMaLmio MHOMo NET CycTsl CMOXET NoGOoN - Kak U3 Ao6pbIxX
noGyXAeHWUi, Tak U C HaMepPeHEM NPUYNHUTDL Bped. ATO MOXET GbiTb KTO YroAHo.

OCHOBHble COBETbI MO 3alUMTe LMdPOBOI penyTauuu:

1. Moayman, npexae 4Yem yTO-TO NybnMkoBaTb M NepegasaTb y cebs B 6rnore nnu B coumnansbHOn
cetw;

2. B HacTtpoikax npoduns ycTaHOBM OrpaHUYEHWA Ha NPOCMOTP TBOEro npoduns n ero
COAEepXUmMoro, caenam ero Tonbko "ansa apysen”;

3. He pasmewan n He ykasbiBanh MHGPOPMALMIO, KOTOpaAd MOXET KOro-nmbo ockopbnsatb unu
obwxarb.

ABTOpCKOE NpaBo

COBpeMeHHbIe LUKOJTIbHUKN - aKTUBHbIE MNMoJib3oBaTesnmn LI,MCprBOFO NpoCTpaHCTBa. OpHako ganeko
HEe BCe 3HaloT, YTO NoJib3oBaHMe MHOIMMN BO3MOXXHOCTAMN Ll,VI(prBOI'O Mupa Tpe6yeT cobntogeHus npas
Ha UHTEeNNeKTyalribHyH CcobCTBEHHOCTb.

TepMuH "MHTENNekTyanbHasi COGCTBEHHOCTL" OTHOCUTCS K pasnmnyHbIM TBOPEHWUSM HENOBEYECKOIO
yMa, HauymHasi ¢ HOBbIX M306peTeHuii 1 3HakoB, 0603HavarLWMX COBCTBEHHOCTb Ha NPOAYKTbI U YCIyru, 1
3aKkaH4yMBas kHUramu, otorpacpusimMm, KMHOUNbMaMmM 1 My3blkarnbHbIMU NPOU3BEAEHUSIMU.

ABTOpCKME NpaBa - 3TO MpaBa Ha WMHTENNeKTyarbHyld COGCTBEHHOCTb Ha MPOW3BEAEHUS HayKw,
nutepaTypbl M MCKycCcTBa. ABTOPCKME NpaBa BbICTynawT B KayecTBe rapaHTUM TOro, 4To
WHTENneKTyanbHbIA/TBOpYECKUA Tpya asTopa He OydeT HanmpacHbIM, [acT eMy CcrpaBeanvBble
BO3MOXHOCTU 3apaboTaTb Ha pesynbTaTax CBOEro TpyAa, MOMy4YuTb U3BECTHOCTb M MpusHaHue. HukTo
6e3 paspelleHnst aBTopa He MOXET BOCMPOU3BOAWUTL €ro MPOM3BEeAEHUE, PacrpoCTPaHsiTb, NyGnMYHO
AEeMOHCTpUpoBaTh, MpogaBaTtb, WMMNOPTMPOBaTb, MNyckaTb B MpokaT, MyOrnMYHO  UCMONHSATH,
MoKa3bIBaTb/MCMOSHATL B 3hvpe Unm pasMeLatb B VIHTepHeTe.

VMcnonb3oBaHue "nupatckoro” nporpaMMHoro obecneyeHms MoXxeT NpMBECTU K MHOTMM puckam: oT
noTepu AaHHbIX K TBOUM akkayHTam A0 GrOKMPOBKM TBOEro YCTPOWCTBA, rAe yCTaHOBIeHa HeneranbHas
nporpamma. He cTouT Takke 3abblBaTb, YTO CYLIECTBYIOT feranbHble U GecnnaTHble nporpamel,
KOTOpble MOXHO HaWTK B CETH.

O nopTane

CeTeBMYOK.pe - TBOW rMaBHbI COBETYUK B CETU. 34ECh Thl MOXELLb Y3HaTb 0 6e30MacHOCTU B CETH
MOHATHBLIM U JOCTYMHBLIM A3bIKOM, a NPY BO3HUKHOBEHWUMW KPUTUYECKON CUTYyaL MM 06paTUTLCSt 32 COBETOM.
A TaKKe NPUHSITb y4acTUe B KOHKypcax U cTaTb camblM LUPOBbLIM rpaxaaHnHoM!



